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Session Agenda / Goal

● Azure AD Enabled

● Enumerate valid emails

● Password spraying

● Exploiting MFA inconsistencies

● Anonymous Enumeration Azure Services

● Azure Blob Scanning

● Enumerate tenant

● Azure Cloud Shell - Extract Access Token

● Azure Container Registry / AKS

● Virtual Machine MSI / RunCommand

● Azure Function

● App Service



Introduction

Common Azure penetration test scopes include the following:

● Anonymous external testing
● Read-only configuration review
● Internal network testing
● Architecture review
● Threat Model review



Cloud Security Pentesting Phases
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Pentesting Approaches

Black box Grey box White box



Threat Actors
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Azure AD Enabled?



Azure AD Enabled?



Enumerate valid emails

This script takes either a single email address or a list of email addresses as input, sends a request to Office 
365 without a password, and looks for the the "IfExistsResult" parameter to be set to 0 for a valid account. 
Invalid accounts will return a 1.



Enumerate valid emails



Password spraying



Exploiting MFA Inconsistencies on Microsoft Services

MFASweep has the ability to login to 
the following services:

● Microsoft Graph API
● Azure Service Management 

API
● Microsoft 365 Exchange Web 

Services
● Microsoft 365 Web Portal
● Microsoft 365 Web Portal 

Using a Mobile User Agent
● Microsoft 365 Active Sync
● ADFS



Exploiting MFA Inconsistencies on Microsoft Services



Azure Platform DNS suffixes

DNS Suffix Associated Azure Service

file.core.windows.net Storage Accounts - Files

blob.core.windows.net Storage Accounts - Blobs

queue.core.windows.net Storage Accounts - Queues

table.core.windows.net Storage Accounts - Tables

azurewebsites.net App Services and Function app

scm.azurewebsites.net App Services - Management

database.windows.net Databases - MSSQL

documents.azure.com Databases - Cosmos DB



Azure Platform DNS suffixes

DNS Suffix Associated Azure Service

azurecontainer.io Container Instances

azurecr.io Container Registry

redis.cache.windows.net Redis

azureedge.net CDN

search.windows.net Search Appliance

azure-api.net API Services

cloudapp.azure.com Customer-assigned public IP DNS

vault.azure.net Key Vault



Anonymously Enumerating Azure Services



Azure Storage Blob Scanning



Azure Storage Blob Scanning

AWS S3 Bucket Finder https://github.com/brianwarehime/inSp3ctor

https://github.com/brianwarehime/inSp3ctor


Enumerate tenant



Enumerate tenant



Azure Cloud Shell - Extract Access Token



Azure Cloud Shell - Extract Access Token



Portal Access for all users by default

This configuration restricts access 
to the Azure AD administrative 
portal within the Azure Portal 
(https://portal.azure.com). 

However, the default value is ‘No’, 
which allows any user within the 
tenant to enumerate various 
configurations, users, groups, 
devices and interconnected apps.

https://zigmax.net/limiter-lacces-au-portail-azure/

https://zigmax.net/limiter-lacces-au-portail-azure/


ACR - Pull with a Reader Account



ACR - Extract Password



ACR - Extract Password



AKS - Gathering kubectl credentials



AKS - Gathering kubectl credentials



Azure Function access keys in a blob storage 
container stored by default



Azure Function access keys in a blob storage 
container stored by default



Backdoor Azure Applications and Abuse Service 
Principals



Backdoor Azure Applications and Abuse Service 
Principals



Exploit VM Manage Identity (MSI)



Exploit VM Manage Identity (MSI)



Exploit VM Manage Identity (MSI)



Virtual Machine Run Command (Linux)

Allow anyone with "Contributor" rights to run commands and scripts on any Linux Azure VM in a 
subscription as root!



Virtual Machine Run Command (Linux)



Virtual Machine Run Command (Linux)



Virtual Machine Run Command (Linux)



Virtual Machine Run Command (Windows)
Allow anyone with "Contributor" rights to run PowerShell scripts on any Azure VM in a subscription as NT 
Authority\System



Exfiltration VM disks



Exfiltration VM disks



Exfiltration VM disks



Dump credentials from App Service



Dump credentials from App Service



Dump credentials from App Service



Tools - Summary

Tools Description Github

LAVA Lava is a Microsoft Azure exploitation framework. https://github.com/mattrotlevi/lava

MicroBurst MicroBurst includes functions and scripts that support 
Azure Services discovery, weak configuration 
auditing, and post exploitation actions such as 
credential dumping.

https://github.com/NetSPI/MicroBurst

MFASweeper MFASweep is a PowerShell script that attempts to 
log in to various Microsoft services using a provided 
set of credentials and will attempt to identify if MFA is 
enabled. 

https://github.com/dafthack/MFASweep

https://github.com/mattrotlevi/lava
https://github.com/NetSPI/MicroBurst
https://github.com/dafthack/MFASweep


Tools - Summary

Tools Description Github

MSOLSpray A password spraying tool for Microsoft Online 
accounts (Azure/O365).

https://github.com/dafthack/MSOLSpray

O365creeper This is a simple Python script used to validate email 
accounts that belong to Office 365 tenants. 
This script takes either a single email address or a list 
of email addresses as input, 
sends a request to Office 365 without a password, 
and looksfor the the "IfExistsResult" parameter to be 
set to 0 for a valid account. Invalid accounts will 
return a 1.

https://github.com/LMGsec/o365creeper

PowerZure PowerZure is a PowerShell project created to assess 
and exploit resources within Microsoft’s cloud 
platform, Azure. PowerZure was created out of the 
need for a framework that can both perform 
reconnaissance and exploitation of Azure, AzureAD, 
and the associated resources.

https://github.com/hausec/PowerZure

https://github.com/dafthack/MSOLSpray
https://github.com/LMGsec/o365creeper
https://github.com/hausec/PowerZure


Technical Resources

Microsoft Technical Community Content 
https://github.com/Microsoft/TechnicalCommunityContent

Azure Security Blog - https://azure.microsoft.com/en-us/blog/topics/security/

Maxime Blog - http://zigmax.net

Channel Youtube - Communauté Azure Quebec 
https://www.youtube.com/channel/UCYLAJgoYFLYf0d4jWXuC1cA

https://github.com/Microsoft/TechnicalCommunityContent
https://azure.microsoft.com/en-us/blog/topics/security/
http://zigmax.net
https://www.youtube.com/channel/UCYLAJgoYFLYf0d4jWXuC1cA


Questions / Talks


