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Attack Vector | Discovery: Azure Resource Graph

Query 1
1 resources
2 | where type == "microsoft.containerservice/managedclusters"

Get started Results Charts  Messages

£ Download as CSV X> Pin to dashboard

id ™ name Ty type Ty tenantld Ty kind Ty location Ty resourceGroup T
/subscriptions/0dc934c0-1264-... aksdemopub microsoft.containerservic... 4eaa7964-c08c-4cal-a... canadacentral aksdemo-pub
/subscriptions/0dc934c0-1264-... aksdemopriv microsoft.containerservic... 4eaa7964-c08c-4cal-a... canadacentral aksdemopriv

"agentPoolProfiles": [
{ "addonProfiles": {

"provisioningState": "Succeeded", . ;
"type": "VirtualMachineScaleSets", "azurEKeyvaU1tSECretSPrOVlder": {
:name"l:l ’ e "enabled": fals

count": 2,

“osType": “Linux", "config": null
"powerState": { a

"code": "Running" I

+ "azurepolicy": {

"vmSize": "Standard_DS2_v2",

"mode": "System", "enabled": false,

"currentOrchestratorVersion": "1.25.6",

"orchestratorVersion": "1.25.6",

"nodeImageVersion": "AKSUbuntu-2204gen2containerd-202304.10.0",
"enableAutoScaling": true,

"config": null




Attack Vector | Discovery: Azure Resource Graph

"securityProfile": {},
"fqdn": "aksdemopub-dns-pw@np8x8.hcp.canadacentral.azmk8s.io",
"currentKubernetesVersion": "1.25.6",
"servicePrincipalProfile": {

"clientId": "msi"

}

"identityProfile": {
"kubeletidentity": {

"objectId": "f1f93d0c-54be-4275-b67f-100f1lcfd6d9a",
"resourceId": "/subscriptions/0dc934c0-1264-4893-8898
"clientId": "4c46b36b-8f47-4280-9b70-058faa7c7f8a"

by
"disableLocalAccounts":
"enableRBAC": true,
"dnsPrefix": "aksdemopub-dns",
"autoUpgradeProfile": {
"upgradeChannel": "patch"

false,

Log Layer
Resource Azure
logs Resources
Activity log  Azure

Subscription

Azure Azure Tenant
Active

Directory

(Azure AD)

logs

Reference: https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/platform-logs-overview

Description

Provide insight into operations that were performed
within an Azure resource (the data plane). Examples
might be getting a secret from a key vault or
making a request to a database. The content of
resource logs varies by the Azure service and
resource type.

Resource logs were previously referred to as
diagnostic logs.

Provides insight into the operations on each Azure
resource in the subscription from the outside (the
management plane) in addition to updates on
Service Health events. Use the Activity log to
determine the what, who, and when for any write
operations (PUT, POST, DELETE) taken on the
resources in your subscription. There's a single
activity log for each Azure subscription.

Contain the history of sign-in activity and audit trail
of changes made in Azure AD for a particular
tenant.


https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/platform-logs-overview

Attack Vector | APl Servers Attacks

The Kubernetes API server is a critical component of the system, and attacks against it can lead to complete
system compromise. Common API server attacks include brute force attacks, unauthorized access, and
denial-of-service attacks.

AKS API Server is a managed service provided by Microsoft.

Private API Server

Public API Server

+ ~ nslookup aksdemopriv-dns-1sduj@49.hcp.canadacentral.azmk8s.io
Server: 24.,201.245.77
Address: 24.201.245.77#53

Non-authoritative answer:
Name: aksdemopriv-dns-1sduj@49.hcp.canadacentral.azmk8s.io
Address: 10.224.0.4

-+ ~ nslookup aksdemopub-dns—pw@np8x8.hcp.canadacentral.azmk8s.io
Server: 24.201.245.77
Address: 24.201.245.77#53

Non-authoritative answer:
Name: aksdemopub-dns—-pw@np8x8.hcp.canadacentral.azmk8s.io
Address: 20.200.67.249



Attack Vector | Misconfiguration

One of the most common Kubernetes attack vectors is misconfigurations that can lead to privilege
escalation, data leaks, and other vulnerabilities.

Managed Clusters - List Cluster Admin
Credentials

Reference

&) Feedback

Service: AKS
API Version: 2023-02-01

Lists the admin credentials of a managed cluster.
HTTP ™ Copy

1tainerService/managedClusters/{resourceName}/listClusterAdminCredential?api-version=2023-02-01

Reference: https://learn.microsoft.com/en-us/rest/api/aks/managed-clusters/list-cluster-admin-credentials



https://learn.microsoft.com/en-us/rest/api/aks/managed-clusters/list-cluster-admin-credentials

Attack Vector | Misconfiguration

One of the most common Kubernetes attack vectors is misconfigurations that can lead to privilege
escalation, data leaks, and other vulnerabilities.

Write-Verbose " tGetting the clusterAdmin kubeconfig files for the $currentCluster AKS Cluster"

# For each cluster, get the admin creds

$clusterAdminCreds = ((Invoke-WebRequest -Uri (-join ('https://management.azure.com',$clusterID,'/listClusterAdminCredential?api-version=2021-05-01')) -Verbose
$clusterAdminCredFile = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String((($clusterAdminCreds | ConvertFrom-Json).kubeConfigs).value))

# Add creds to the table
$TempTb1Creds.Rows.Add("AKS Cluster Admin ", $currentCluster,"clusterAdmin", $clusterAdminCredFile,"N/A","N/A","N/A","N/A","Kubeconfig-File","N/A",$subName) | Ou

’

Write-Verbose " tGetting the clusterUser kubeconfig files for the $currentCluster AKS Cluster"

# For each cluster, get the user creds

$clusterUserCreds = ((Invoke-WebRequest -Uri (-join ('https://management.azure.com',$clusterID,'/listClusterUserCredential?api-version=2021-05-01')) -Verbose:$
$clusterUserCredFile = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String((($clusterUserCreds | ConvertFrom-Json).kubeConfigs).value))




: AKS Cluster Admin

akszigmaxlab
clusterAdmin
apiVersion: vl
clusters:
- cluster:
certificate-authority-data: LS@tLS1CRUdITiBDRVIUSUZIQ@FURS@OtLSOtCk1ISUU2VENDQXRHZOF3SUIBZ@O1SQULzCcjNG
0GpiZzcySDINN31MNNZTR3d3RFFZSktvik1lodmNOQVFFTEJRQXcKRFRFTE1Ba@dBMVVFQXhNQ1kyRXdIQmNOTWpJId@1gSXpNVGt4T1RR
eVdoZ1BNakExTWpBeUlqTXhPVEkXTkRKYQpNQTB4Q3pBSkInT1ZCQUIUQW10aE1ISUNIakFOQmdrciWhralc5dzBCQVFFRKFBTONBZzhB
TU1JQ@NNS@NBZOVBCnVKVDEzVNBRR1IERKVYanNZa3JiekIxQmVERZRWRIN3Mk1mQ1ZHNNdzRzRIA@I3MWh1alM30HZvVnILbXhXVi4K
SVo@MFpHOXRUajB2R3JHMMOIODIXSFBFazBMa3B0aXJUMUt3cmIxSkg3cWIwdTICZD1iZFdNbmR4aD14U21oNwpqVmlBZDZIUnJ@eWFa
dkRCY21HSXY@c@t5YzNIeEoyNmIXVmV6cDN4cE1nWnhVeEYrMjR3SGZqcDhCSkpaSVhYC1Q5UERweGsvR1h6M1pDQkhubHk4YTVHSGSS
Sk12S1ZPZEhhM3RvUKkIMSK1FY25YTVNSWmM1XSE12NWozVDIvaE@KdGIXL1RtN31351ZuOGRXMNFRUNNESUIXM1VIZT1KWEMVTG1JeDBD
NDVyS3hQNTcON3BRQjIOUMS1M2t4L2k5VApVQitqaGQxSG8rQ1V1cCs@dUZwZ@QSOENNK3RHZXgzNFRzd31td1BUQ1dLZTQ4eFBPREVE
UFNQRWF2Z3jd1Yk1lrCnJqeWJ2VDdhWFQvVTREQzhVYmS4Wi98RFh40TZ1aThrTUdITnh6VzdOUKMVWEVPaDdDT@1tQ1RNTUNGZUxmSUCK
MXhPTVRMYmgrNn1GTkVFNU1pd@RoNm91S2RmNUSVCcFROZOgzSOZrVEhIWCENOV1Icnhnc1FTWVAr TWFSSFFMSwo3VetHRmAyd1RIWVRY
SVF@TWV3ajlsaCIRL2tLMOXINGNZZWVzaklSMXVmb@9xcWVaRVFucTBNRO1FckVzMkFICNhSN2Urc1YSQTcrUFZ5UVkwaS9ybTd5dTkr
RO8ralI3S3dMYzhvUHZWVUIqUmFzVkdBMHV3S21wdFpRY1RMSHIKZWSXWDZ2cUBvbkRNRzBjQnJoQ2t@Nk1EWGIRUUEYV3Vka2VxNGSE
OGVFY@NBd@VBQWFOQ@1FQXdEZ11EV1IwUApBUUgVvQkFRREFNS2tNQThHQTFVZEV3RUIVd1FGTUFNQKFMOHAIUV1EV1IIwWT@ICWUVGTINL
K2pNMHKSOU1RVHZwWCmVSTkV6TDc@OY1MrK@1BMEdDU3FHU@1iIMORRRUIDA1VBQTRIQBFRQXkvaTdHQjRxcm8vb@ZSWFpZVUSJanhMMSsK
MW43NURVOHFUV@hBbINUVUZkemhadERQZVYvY1d2dW1Gb3EvZ255cGInUUZUSFZGQV15YNQ2Uk1MZ1hKNnpDMgovYWRpSTBONWVNneGxP
Tk8VvRVI1UW1QWENGaTVMMDROVEtxb1ldabGNBYXVZOU16N@FGOEdXcVRMVXBwa3Z jWXpECmp4c3Z1R11EWMdLL 2dMc2sxczF3QmxmMmZ 1
ZFRWNzNrK21EUjg3cFVHYWx1RmESbmlhWEtPU2V6V1F4THLIOREQKdF FFUVA4VmxLdWRVemF4VDhTViMSMXI@VIBLQINrRnFoUNnc1Q2hy
djZwNzRrMUN@CTNTc11XbVc3VmFNNU15RwpVOXJIwb1BVUVM1dD11bysSNVp2bTIqK1EXTkxJcEFaZ1INmZWU@Zz1JITFIJITOx2ZU1PbUIr
Z1hhQldxSEsxcWswCjFIeDIXSGIpdEVYTnFSOENPZmIIbkhJUVdjTF1DbVFNS1pNT@gzZ1RZeE1hVGZmL2F viinIXQWJItKzNt TnJ3NkgK
NUw4N2gyd1pvUGFXZng40GSyUytpQkRDQVZvL3pgenZjV3NpM24wWVNra2MxNjhucURzTFhZb3IrL@hYSnQS5TApaOXZZK1hoMWIYUEXpP
QBZazZigXeUQxcjZLcXpocnBDQ21mK3FgMnIyRDYWZjRXUXBmZFZEdnJIISE9jcHVIQTVPCi9kL21BZGIZLOt4dkZvY3FnN1I@a2Z1akZ]
ejIWT1Ve0St1Qmc2T3Iwb2FvR1prSEIYV2ZuQ@1JaDNPcHU4Vi8KV3ZoY1ITAEStMeVSd21VdTZidVkSSWpwen1QQTF4d2hPbDN2citS
Y1NzaDRtTnFrUW42Ujd10DY10Gp3ZHVSTgpudnFPUWFzZD1VZ2k3NDIwTHc9PQotLS@t LUVORCBDRVIUSUZIQBFURSOt LSOt Cg==
server: https://akszigmaxlab-dns-cl37ebaS.hcp.canadacentral.azmk8s.i0:443
name: akszigmaxlab
contexts:
- context:
cluster: akszigmaxlab
user: clusterAdmin_aks-demo-max_akszigmaxlab
name: akszigmaxlab
current-context: akszigmaxlab
kind: Config
preferences: {}
users:
- name: clusterAdmin_aks-demo-max_akszigmaxlab
user:
client-certificate-data: LS@tLS1CRUdITiBDRVIUSUZIQBFURSOtLSOtCk1ISUZIakNDQXdhZ@F3SUIBZ@1SQUXYT3c2Z1d
SUWRPQ3FONWdkM2I2T3d3RFFZSktvinklodmNOQVFFTEJRQXcKRFRFTE1Ba@dBMVVFQXhNQ1kyRXdIaGNOTWpld@1qSXpNVGt4T1RReVd
0Y@5NalF3TWpJlek1Ua310VFF5V2pBdwpNUmN3R1FZRFZRUUtFdzV6ZVhOMFpXMDZiVOZ6ZEdWeWN6RVZNQk1HQTFVRUF4TU11VOZ6ZEd
WeVkyeHBaVzUwCk1JSUNJakFOQmdrcWhraUc5dzBCQVFFRKFBTONBZzhBTU1JQ@NNSBNBZOVBC jNvekIFcXdmd1BzYUJ1TV1ZMGUKR1Z




Attack Vector | Container Vulnerabilities

Kubernetes manages containers, so vulnerabilities in the container images can also be exploited to
compromise the entire Kubernetes cluster.

Dashboard >Microsoft Defender for Cloud - Recommendations > Vulnerabilities in Azure Cont 91571-Microsoft .NET Core Security Update September 2019
2e7c9245e5fd

Image security heshth

/N Description

.NET Core is a general purpose development platform maintained by Microsoft

Image Total vulnerabilities Vulnerabilities by severity and the .NET community on GitHub. It is cross-platform, supporting Windows,
& 2e7c9245e5fd 3 High 0 macOS and Linux, and can be used in device, cloud, and embedded/loT
H scenarios.

Medium 3

A denial of service vulnerability exists when .NET Core improperly handles web
Low 0 requests,
Affected versions
Digest : sha256:2e7c 2 dos1 7782457da022f: ‘NET Core 2.1.0 prior to 2.1.13
Tags :[2.2401] .NET Core 2.2.0 prior to 2.2.7
Qid detection logic:Authenticated

The qid looks for sub directories under %programfiles%\dotnet\shared

Findings
—_— \Microsoft.NETCore.App, %programfiles(x86)%\dotnet\shared
| L search to filter items \Microsoft.NETCore.App and checks for vulnerable versions in .version file on
D Security Check Category Windows:
91571 Microsoft .NET Core Security Update September 2019 Windows ~ General information
ID 91571
177338 Debian Security Update for expat (DSA 4530-1) Debian X
Severity A Medium
177277 Debian Security Update for nghttp2 (DSA 4511-1) Debian Type Vulnerability
Published 9/11/2019, 6:44 AM GMT+3
Patchable Yes
Cvss 3.0 base score 7.5
CVEs CVE-2019-1301 o

~ Remediation

Microsoft has released an update. Please refer to vendor security advisory .NET
Core CVE-2019-1301 for more information.



Attack Vector | Insecure third party software

Kubernetes relies on many third-party components, including plugins, add-ons, and integrations. These
components can have vulnerabilities that attackers can exploit to gain access to the Kubernetes cluster.

Malicious admissions Controller

controlplane $ kubectl get po —n webhook—-demo -w

NAME READY STATUS RESTARTS

webhook—server—-5f7dcf8d7c—dbkwd 0/1 Pending 0

webhook—server—-5f7dcf8d7c—dbkwd 0/1 Pending 0

“Ccontrolplane $ kubectl get po —-n webhook-demo -w

NAME READY STATUS RESTARTS

webhook-server-5f7dcf8d7c—dbkwd 0/1 Pending 0

webhook-server—-5f7dcf8d7c—dbkwd 0/1 Pending 0

webhook—-server—-5f7dcf8d7c—dbkwd 0/1 ContainerCreating

webhook—-server—-5f7dcf8d7c—dbkwd Akl Running

“Ccontrolplane $ kubectl run nginx ——image nginx

pod/nginx created

controlplane $ kubectl get po -w

NAME READY STATUS RESTARTS AGE

nginx 0/1 ContainerCreating 0 Os

nginx 0/1 ErrImagePull 0 11s

“Ccontrolplane $ kubectl describe po nginx | grep "Image: "
rewanthtammana/malicious—image

controlplane $ l

Reference: https://blog.rewanthtammana.com/creating-malicious-admission-controllers#heading-references



https://blog.rewanthtammana.com/creating-malicious-admission-controllers#heading-references

Attack Vector | Network attacks

Kubernetes uses a network to communicate between the various components in the cluster, and attackers
can intercept and manipulate network traffic to gain access to sensitive data.

Kubernetes by default connects all the containers running in the same node (even if they belong to different
namespaces) down to Layer 2 (ethernet). This allows a malicious containers to perform an ARP spoofing attack to
the containers on the same node and capture their traffic.

e ARP Spoofing in pods in the same Node
o https://qist.github.com/rbn15/bc054f9a84489dbdfc35d333e3d63c87#file-arpspoofer-py

e DNS Spoofing
o https://qgithub.com/danielsaqgi/kube-dnsspoof/

e Capturing Traffic
o https://qgithub.com/danielsaqgi/kube-dnsspoof/



https://gist.github.com/rbn15/bc054f9a84489dbdfc35d333e3d63c87#file-arpspoofer-py
https://github.com/danielsagi/kube-dnsspoof/
https://github.com/danielsagi/kube-dnsspoof/

Attack Vector | Supply chain attacks

Attackers can compromise the supply chain of Kubernetes by inserting malicious code into the codebase or
container images.

'4 ) a

v Third-party i i

! dependencies ! I| Developer I I| Trusted .
Trusted :(OS app. Vendor- app|icati0n ] . - O
producers y T Kubernetes

Reference: https://www.oreilly.com/library/view/hacking-kubernetes/9781492081722/ch04.html



https://www.oreilly.com/library/view/hacking-kubernetes/9781492081722/ch04.html

Attack Vector | cluster and node level attacks

Attackers can target the Kubernetes cluster or individual nodes in the cluster to gain access to sensitive
data or disrupt operations.

Basics Node pools ~ Authentication ~ Networking Integrations Tags Review + create .
r—— On the agent node VMs in the Kubernetes cluster, the
Cluster infrastructure
The cluster infrastructure authentication specified is used by Azure Kubernetes Service to manage cloud resources attached to H H H H 1 1
the cluster. This can be either a service principal of or a system-assigned managed identity . SerVICe prInCIpaI Credentlals are Stored In the flle
.
Authentication method l@r Service principal O System-assigned managed identity /etC/kU berneteS/azure.json

0 The system-assigned managed identity authentication method must be used

L By default, the Service Principal
that is assigned to the cluster will
get the ACRPull role assigned at

Service principal clientID* © }

Service principal client secret * © ‘ ‘ the subscription scope Ievel.
Basics  Node pools  Access  Networking Integrations ~ Advanced  Tags  Review + create
Resource identity O System-assigned managed identity

By default, Azure uses a managed identity. To use a service principal, use the CLI.
Learn more &



Attack Vector | cluster and node level attacks

root@aks-nodepooll-13572336-vmss000000:/# cat /host/etc/kubernetes/azure.json
{
"cloud": "AzurePublicCloud",
"tenantId": "4eaa7964-c08c-4cal-a75c-4edead556710",
"subscriptionId": "0dc934c0-1264-4893-8898-2830b8a7d655",
"aadClientId": "£4£c0932-878f-401d-aa46-64£f9f0c6el9a",
"aadClientSecret": "~hO8Q~EmZGftm
"resourceGroup": "MC aksdemosp aksdemosp eastus”,
"location": "eastus",
"vmType": "vmss",
"subnetName": "aks-subnet",
"securityGroupName": "aks-agentpool-15939821-nsg",
"vnetName": "aks-vnet-15939821",




Attack Vector | cluster and node level attacks

root@aks-agentpool-16631174-vmss000001:/# cat /host/etc/kubernetes/azure.json
{
"cloud": "AzurePublicCloud",
"tenantId": "4eaa7964-c08c-4cal-a75c-4edead556710",
"subscriptionId": "0dc934c0-1264-4893-8898-2830b8a7d655",
"aadClientId": "msi",
"aadClientSecret": "msi",
"resourceGroup": "MC_aksdemo-pub aksdemopub canadacentral",
"location": "canadacentral",
"vmType": "vmss",
"subnetName": "default",
"securityGroupName": "aks-agentpool-37147250-nsg",
"vnetName": "aksdemo-pub-vnet",




Attack Vector | cluster and node level attacks

Other considerations

Azure CLI Azure PowerShell

When using AKS and an Azure AD service principal, consider the following:

e The service principal for Kubernetes is a part of the cluster configuration. However, don't use this
identity to deploy the cluster.

e By default, the service principal credentials are valid for one year. You can update or rotate the service
principal credentials at any time.

e Every service principal is associated with an Azure AD application. The service principal for a Kubernetes
cluster can be associated with any valid Azure AD application name (for example:
https.//www.contoso.org/example ). The URL for the application doesn't have to be a real endpoint.

e When you specify the service principal Client ID, use the value of the ApplicationId.

¢ On the agent node VMs in the Kubernetes cluster, the service principal credentials are stored in the file
/etc/kubernetes/azure. json

e When you delete an AKS cluster that was created by New-AzAksCluster, the service principal created

automatically isn't deleted.

Reference: https://learn.microsoft.com/en-us/azure/aks/kubernetes-service-principal



https://learn.microsoft.com/en-us/azure/aks/kubernetes-service-principal

Attack Vector | Insider Threats

Attackers with insider access, such as employees or contractors, can exploit their privileged access to
compromise the Kubernetes cluster.

Imaxime@Azure:~/clouddrive$ az aks command invoke --resource-group aksdemopriv --name aksdemopriv --command "kubectl get pods -n kube-system"

STATUS RESTARTS
ama-logs-b5n55 Running
ama-logs-rs-757b685cd7-fgtnm Running
azure-ip-masg-agent-4c95r Running
azure-npm-gn8x5 Running
cloud-node-manager-xhb66 Running
coredns-75bbfcbc66-gg2x9 Running
coredns-75bbfcbc66-rpxgw Running
coredns-autoscaler-7d674577fc-k7t12 Running
csi-azuredisk-node-8vwxj Running
csi-azurefile-node-wcmhb Running
konnectivity-agent-8cb4d4cf9-24sd2 Running
konnectivity-agent-8cb4d4cf9-£fjjmw Running
kube-proxy-7kécf Running
metrics-server-7574bb8d59-hcs2h Running
metrics-server-7574bb8d59-zj9sv Running

OO0 O0OO0OO0ODO0DO0OOO0ODO0OO0OO0OO0OO0OCOoO




F— Privilege Defense Credential Di Lateral I ct
Initial Access ersistence Escalation Evasion Access iscovery Movement Collection mpa
Using Clpud Exec |.nto Backdpor PrMIe_ged Clear container LISt KBS Secrets Access the K8S Access cloud In}ages from Sl Data Destruction
credentials container container container logs API server resources private registry
Compromised  bash/cmd inside Writable hostPath ~ Cluster-admin Mount service Access Kubelet  Container service Resource
: ; : : i Delete K8S events o S
images in registry container mount binding principal API account Hijacking
Kubeconfig file New container plieiicr hostPath mount ey cc')ntaln.er Acce;s ol Network mapping 2 mtg gl Denial of service
CronJob name similarity  service account networking
Application  Application exploit Mah‘aqus Access cloud Connect from Appllca_tlon_s Access Kubernetes Appllca.tlon_s
S admission credentials in credentials in
vulnerability (RCE) resources Proxy server 3 S dashboard : S
controller configuration files configuration files
SSH server AFcess Writable volume
o managed Instance Metadata
running inside : - mounts on the
container iGentity AFl host
credential
Exposed Sidecar Malicious
sensitive injection admission
interfaces controller
CoreDNS
= New technique poisoning

ARP poisoning
- = Deprecated technique and IP spoofing
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