
Azure Security Updates 
Microsoft Ignite 2021

Maxime Coquerel - MVP Azure



# Speaker

Maxime Coquerel

Director Cloud Security Architecture

Email : max.coquerel@live.fr

Blog : zigmax.net (since 2012)

Github : https://github.com/zigmax

Twitter : @zig_max

Open Source Contributor (Kubernetes / VSCode)

http://zigmax.net/
https://github.com/zigmax
https://twitter.com/zig_max


Disclaimer

“Any views or opinions expressed in this presentation are those of the presenter 
and not necessarily represent the view and opinions of my employer, its 
ownership, management or its employees .“



Thank you!



Session Agenda / Goal

● Microsoft Defender for Cloud

● Identity sensitive data in cloud resources

● New approach to multi cloud scenarios (AWS)

● Security recommendations now map to the MITRE Attack Framework

● Microsoft Defender for Server

● Azure Security Benchmark v3



A new name! - Microsoft Defender for Cloud



Overview of the enhanced security plans in Defender 
for Cloud



Identify sensitive data in cloud resources
● Integrated with Azure Purview

With automated data discovery, sensitive data 
classification, and end-to-end data lineage, Purview 
helps organizations manage and govern data in 
hybrid and multi-cloud environments.

● New filters called Data sensitivity 
classification and Data sensitivity label







New approach to multi-cloud scenarios

● Seamless onboarding using AWS API

● 160+ out of the box recommendations, CIS, PCI & 

AWS Foundational Security Best Practices support, 

multi-cloud view in Secure Score

● EKS support, easier onboarding for workloads







Security recommendations now map to the MITRE 
Att&ck Framework

● Use threat and vulnerability management to discover 

vulnerabilities and misconfigurations in near real time with 

the integration with Microsoft Defender for Endpoint

● No need for additional agents or periodic scans

● Threat and vulnerability management prioritizes 

vulnerabilities based on the threat landscape and 

detections in your organization

● Azure Resource Graph query results for relevant 
recommendations include the MITRE ATT&CK tactics and 
techniques.



Microsoft Defender for Server

● Integration with TVM is now GA

● Use threat and vulnerability management to 

discover vulnerabilities and misconfigurations in 

near real time with the integration with Microsoft 

Defender for Endpoint

● No need for additional agents or periodic scans

● Threat and vulnerability management prioritize 

vulnerabilities based on the threat landscape and 

detections in your organization



Azure Security Benchmark v3
● Additional control mappings for PCI-DSS v3.2.1

● Collaborated with Center for Internet Security (CIS) to map ASB v3 controls with CIS Controls v8

● New controls for DevOps Security and Key and Certificate management

● Restructured control guidance for more granular and actionable insights

● ASB v3 is the new default in the Regulatory Compliance Dashboard in Microsoft Defender for Cloud



Source: https://www.linkedin.com/learning/microsoft-azure-la-securite/decouvrir-azure-policy

https://www.linkedin.com/learning/microsoft-azure-la-securite/decouvrir-azure-policy


Technical Resources

Microsoft Ignite 2021 - https://myignite.microsoft.com/home

Microsoft Technical Community Content 
https://github.com/Microsoft/TechnicalCommunityContent

Azure Security Blog - https://azure.microsoft.com/en-us/blog/topics/security/

Maxime Blog - http://zigmax.net

Channel Youtube - Communauté Azure Quebec 
https://www.youtube.com/channel/UCYLAJgoYFLYf0d4jWXuC1cA

https://github.com/Microsoft/TechnicalCommunityContent
https://azure.microsoft.com/en-us/blog/topics/security/
http://zigmax.net
https://www.youtube.com/channel/UCYLAJgoYFLYf0d4jWXuC1cA


Questions / Talks


