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Disclaimer

“Any views or opinions expressed in this presentation are those of the presenter 
and not necessarily represent the view and opinions of my employer, its 
ownership, management or its employees .“
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Youtube - Communauté Azure Québec



Session Agenda / Goal
● Azure Security Center Updates

● Azure Security Center - New look

● Azure Defender

● Azure Security Center - Multi Cloud

● Asset Inventory



Azure Security Center Updates



Azure Security Center - New look



Azure Defender

Azure Defender is the cloud workload protection 
platform (CWPP) integrated within Security Center 
for advanced, intelligent, protection of your Azure and 
hybrid workloads. It replaces Security Center's 
standard pricing tier option.



Examples of Azure Defender Alerts:

● Access from a TOR exit node to a key vault
● High volume of operations in a key vault
● Suspicious secret listing and query in a key vault
● Unusual user accessed a key vault
● Container with a sensitive volume mount detected
● Digital currency mining container detected
● Exposed Kubernetes dashboard detected
● Role binding to the cluster-admin role detected
● Access from a Tor exit node to a storage account
● Anonymous access to a storage account
● A kernel module was loaded (Linux VM)

● A logon from a malicious IP has been detected (Windows VM)

● Detected Petya ransomware indicators (Windows VM)
● And more ..

https://docs.microsoft.com/en-us/azure/security-center/alerts-reference

https://docs.microsoft.com/en-us/azure/security-center/alerts-reference






Azure Security Center - Multi Cloud

● Automatic agent provisioning (Security Center uses Azure Arc to deploy the Log Analytics agent 
to your AWS instances)

● Policy management
● Vulnerability management
● Embedded Endpoint Detection and Response (EDR)
● Detection of security misconfigurations
● A single view showing Security Center recommendations and AWS Security Hub findings
● Incorporation of your AWS resources into Security Center's secure score calculations
● Regulatory compliance assessments of your AWS resources









Asset Inventory



Formation | Certification



Source: https://www.linkedin.com/learning/microsoft-azure-la-securite/decouvrir-azure-policy

https://www.linkedin.com/learning/microsoft-azure-la-securite/decouvrir-azure-policy


Technical Resources

Microsoft Ignite 2020 - https://myignite.microsoft.com/home

Microsoft Technical Community Content 
https://github.com/Microsoft/TechnicalCommunityContent

Azure Security Blog - https://azure.microsoft.com/en-us/blog/topics/security/

Maxime Blog - http://zigmax.net

Channel Youtube - Communauté Azure Quebec 
https://www.youtube.com/channel/UCYLAJgoYFLYf0d4jWXuC1cA

https://github.com/Microsoft/TechnicalCommunityContent
https://azure.microsoft.com/en-us/blog/topics/security/
http://zigmax.net
https://www.youtube.com/channel/UCYLAJgoYFLYf0d4jWXuC1cA


Books



Questions / Talks


