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Introduction / Glossaire

* Docker
AKS : Azure Kubernetes Service
(pap * Node ou Worker Node
ul|_juf
il _Jif
 Pod

ACR : Azure Container Registry

FIT\%\ * API Serveur
[|[jane

AKV : Azure Key Vault * Ingress Controller
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Architecture
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Azure Kubernetes Service (AKS) - Architecture
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#1 - Restreindre I'acces a APl Server de votre cluster AKS
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#2 - Azure Kubernetes Service (AKS) — Private Cluster

e Internet az aks create \
Kubernetes
control Worker node --resource-group SRG_NAME \
22 | --name SCLUSTER_NAME \
oD | --load-balancer-sku standard \
Masternode l ____________ | --enable-private-cluster \
:I APl server E : -
: youd ! oint | === —mmm o) somooooooo) ' ,
| ! T y Azure AKS Private Cluster:
1 -controller- :
: manager Scheduler | Worker node
. ' - . e \ * West US
: E : : kubelet kube-proxy
= | e <> © WestUS?2
""""""""" R * East US?2

e (Canada Central

* North Europe

* West Europe

e Australia East




AKS Cluster
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#3 - Azure Kubernetes Services (AKS) — RBAC

Access to Kubernetes

Authentication Cluster master resources can then be
prompt on first scoped based on Nod
S kubecti connection API Server Azure Active Directory =
of session user or groups C .
ontainer
N« d: & >  kubelet «— O
Engineering
user
Credentials verified against Container
Azure Active Directory and ‘
token issued
cv
Azure Active

Directory



Kubernetes Reboot Daemon (KURED)

Microsoft est responsable de déployer les mises a
jour de sécurité sur vos nodes, mais vous avez la
responsabilité de redémarrer vos nodes afin que les
mises a jour soient appliquées.

Quand une mise a jour est installée et que celle-ci
nécessite un redémarrage, un fichier

« [var/run/reboot-required » est créé sur chaque
node de votre cluster.

Dans un second temps, le daemon Kured va vérifier
I'existence de ce fichier (par défaut chaque 60 min) et
redémarrer chaque node I'un apres l'autre, apres
avoir déplacé les pods sur un autre node de votre
cluster.

#4 - Planifier les mises a jour de vos clusters AKS

Kured
DaemonSet

AKS cluster
AKS node :
Ubuntu Linux VM Pods check for |
existence of file |
/var/run/ on each node !

Cron —» apt »  reboot-required &

Communicates with APl Server to
reschedule pods, cordon and drain
node before rebooting

Kubernetes

Kubernetes

Scheduler [

o0

> API Server

c@




#5 - Désactiver le dashboard de votre cluster AKS

kubernetes Q Search + CREATE
= Workloads > Pods > nginx-f597dd9¢-9gjbc =] Exec = LOGS 2 EDIT il DELETE
Cluster
CPU usage Memory usage @
Namespaces
Nodes 0.001 236 Mi
0.001 — 210M
Persistent Volumes — 8
£ 0.0008 =157 M
Roles = 00008 g 105 M
[N
Storage Classes < 0,0003 £ 57K
0 0
R 15:49 15:53 19:56 16:00 16:03 15:49 15:53 15:56 16:00 16:03
Saepece Time Time
default v
Overview Details
Workloads Name: nginx-1597dd9¢-9gjbe Network
Cron Jobs Namespace: default Node: aks-nodepool1-79590246-0
Labels: -app: nai F IP: 10.244.0.17
Daemon Sets k8s-app: nginx  pod-template-hash: 91538857

Creation Time: 2018-10-08T22:15 UTC
Deployments

Status: Running

Jobs
Qos Class: BestEffort
Pods
Replica Sets )
Containers
Replication Controllers
Stateful Sets nginx

Image: nginx:1.15.5
Discovery and Load Balancing 9e:ng

az aks disable-addons -a kube-dashboard --resource-group Nom_RG --name Nom_AKS_Cluster
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Kubernetes Pods
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H#6 — Sécuriser les Pods de votre cluster!

--resource-group myResourceGroup \
apiVersion: policy/vlbetal —-name myAKSCluster \
kind: POdsecuritYPOlicy __enable_pod_security_policy
metadata:
name: default
spec: Control Aspect Field Names
hostNetwork: false Running of privileged containers privileged
privileged: false Usage of root namespaces hostPID, hostIPC
runAsUser: Usage of host networking and hostNetwork,
rule: RunAsAny ports hostPorts
fsGroup: Usage of volume types volumes
rule: RunAsAny
Usage of the host filesystem allowedHostPaths
supplementalGroups:
White list of FlexVolume drivers allowedFlexVolumes

rule: RunAsAny

selLinux: Allocating an FSGroup that owns fsGroup

rule: RunAsAny the pod’s volumes
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Azure Security Center
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H#7 - Détecter les menaces de vos clusters AKS avec Azure
Security Center !

Home > Security Center - Pricing & settings > Settings - Pricing tier

“7= Settings - Pricing tier

Microsoft Azure Sponsorship

Ip |Search (Cmd+/)

Settings
7" Pricing tier
Data Collection

Email notifications

Threat detection

e s B

Workflow automation (Preview)

Continuous export (Preview)

+/ Continuous assessment and security recommendations
/" Azure Secure Score

X Justin time VM Access

X Adaptive application controls and network hardening

X Regulatory compliance dashboard and reports

x Threat protection for Azure VMs and non-Azure servers
(including Server EDR)

X Threat protection for supported PaaS services

Standard

+/ Continuous assessment and security recommendations
«/ Azure Secure Score

/" Justin time VM Access

+/ Adaptive application controls and network hardening
+/ Regulatory compliance dashboard and reports

+/ Threat protection for Azure VMs and non-Azure servers
(including Server EDR)

/" Threat protection for supported PaaS services

Pricing will apply to: 1 resources in this subscription

A\ Select pricing tier by resource type

Resource Type

n Virtual machines

[ t App Service 0 instances

@ PaaS SQL servers
g SQL servers on VMs (Preview)

= Storage accounts

Kubernetes Services (Preview)

0 VMs and VMSS instances

0 resources
0 SQL servers on VMs
1 Storage acounts

0 Kubernetes services' cores

Resource Quantity Pricing

$15/Server/Month
$15/Instance/Month
$15/Server/Month
FREE during prev... O]
$0.02/10K Transactions

$2/VM core/Month

Plan

(@D visabled )

/a

(@D visabled )

(@D Disabled )

TR
(@D visabled )

(@D visabled )

(AR Disabled



Home > Security Center - Overview > Security alerts > PREVIEW - Privileged container detected

PREVIEW - Privileged container detected X

N/ Filter

Attacked Resource T CountTy Activitytime Ty Environme..T| State 1T Severity Ty

%  AKSDEMOMAX 1 11/22/19, 02:51 PM  Azure Active O Low oo
... > Security alerts > PREVIEW - Privileged container detected > PREVIEW - Privileged container detected ... ” Security alerts > PREVIEW - Privileged container detected > PREVIEW - Privileged container detected
PREVIEW - Privileged container detected X PREVIEW - Privileged container detected
AKSDEMOMAX AKSDEMOMAX
" Learn more ' Learn more
DETECTED BY EE  Microsoft
/\ General information ACTION TAKEN Detected
ENVIRONMENT Azure
Kubernetes audit log analysis detected a new privileged container. A RESOURCE TYPE 2%  Kubernetes Service
privileged container has access to the node’s resources and breaks the
DESCRIPTION . . . .
isolation between containers. If compromised, an attacker can use the CONTAINER NAME nsenter
privileged container to gain access to the node.
CONTAINER IMAGE alexeiled/nsenter:2.34
ACTIVITY TIME Friday, November 22, 2019, 2:51:54 PM
NAMESPACE default
SEVERITY O Low
POD NAME maxime-nsenter-aks-nodepool1-29366245-vmss000000
STATE Active
ATTACKED RESOURCE AKSDEMOMAX | .. §
/\\ Remediation steps 3
SUBSCRIPTION Microsoft Azure Sponsorship (7db5e03c-f3c2-48b1-b326-aa53faaaafc3) ______________________________________________________________________________________________________________________________________________ :
DETECTED BY EE  Microsoft Find the container in the alert details.
If the container doesn't need to run in privileged mode, remove the
ACTION TAKEN Detected REMEDIATION STEPS privileges from the container.
If the container is not legitimate, escalate the alert to the information
ENVIRONMENT Azure

security team.

RESOURCE TYPE %% Kubernetes Service



# 8 - Scanner les images de vos containers avec Azure Security

O

Discovery of Vulnerable
.
ACR container images
Actionable L ‘
— > . -
recommendations “
Azure Security Center l

I
I
I
I
Vulnerabilities details with
severity classification :
I
I
I
I

Push container image

Azure Region
O
‘nlﬁx‘_ | nt ‘nlg\n‘_ ‘nlg\n‘_
Tiis i i

Azure Container Azure Container
Registry Registry

A

Azure Container
Registry

e - - - - - e e - o e e S e G e e e G e G e e G G e G G e G G e e G e G G e e G e e e

Azure Security Center @
Vulnerability scanning Qualys.




Home > Security Center - Compute & apps > acrmaxi

acrmaxi

Container registry security health

Resource health Total recommendations Recommendations summary
A, acrmaxi 1 High 1 —
™
Medium 0
Low 0

~  Container registry information

Resource Name acrmaxi

Resource Group acrmaxime

Subscription Microsoft Azure Sponsorship
Login server acrmaxi.azurecr.io

Repository count 2

Image count 2

Recommendation list

Recommendations (1)  Passed assessments (0)  Unavailable assessments (0)

Recommendation

Vulnerabilities in Azure Container Registry images should be remediated (powered by Qualys) (Preview)

™

Status

O High



Home > Security Center - Compute & apps > acrmaxi > Vulnerabilities in Azure Container Registry images should be remediated (powered by Qualys) (Preview)

Vulnerabilities in Azure Container Registry images should be remediated (powered by Qualys) (Preview)

Unhealthy registries Severity Total vulnerabilities Vulnerabilities by severity Registries with most vulnerabilities Total vulnerable images
2 1/ | High 3260 Woh s m - . 1
L
Out of 1
Medium 29
Low 0

A Description

Container image vulnerability assessment scans your registry for security vulnerabilities on each pushed container image and exposes detailed findings for each image. Resolving the vulnerabilities can greatly improve your containers' security posture and protect them from attacks (powered by
Qualys).

A General Information

LEARN MORE
User impact 0] Low Learn more about recommendations o'
Implementation effort ® Moderate Learn how to disable the recommendation o'
v Threats

v Remediation steps
A Security Checks

Findings

I L Search to filter items...

ID Security Check Category Severity
196813 Ubuntu Security Notification for Eglibc, Glibc Vulnerability (USN-...  Ubuntu © High
197022 Ubuntu Security Notification for Eglibc, Glibc Vulnerabilities (USN... Ubuntu © High

Was this recommendation useful? O Yes O No



#9 - Azure Policy pour AKS

Cloud
Architect
Compliance reports

Compliance reports for the
entire environment, with

pod-level granularity Cluster-1

Real-time enforcement
of policy and feedback

o <
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Developer
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Azure
Policy

Assigns a policy
across clusters

Cluster-2 Cluster-3

Cluster-1 Cluster-2 Cluster-3



#9 - Azure Policy pour AKS

Home > Policy - Definitions

‘E‘ Policy - Definitions

I/O Search (Cmd+/) ‘ « -+ Initiative definition —+ Policy definition () Refresh
. . Scope Definition type Type Category Search
¢i Overview _
| 2 selected ‘! | All definition types v | | All types v l ‘ 1 categories A ‘ ‘ Filter by |

T [ OUCST Uy uTatroTT

%% Getting started

L . D Internet of Things
ti Join Preview Name ™  Definition location Type
Y Compli || Key Vault
&} Compliance | [Limited Preview]: [AKS] Ensure containers listen only on allowed ports in AKS D Built-in
. Kubernetes
7 Remediation | [Limited Preview]: [AKS] Enforce labels on pods in AKS . Built-in
V4 Kubernetes service
Authoring | [Limited Preview]: [AKS] Ensure services listen only on allowed ports in AKS D Built-in
Lighthouse
e Assignments | [Limited Preview]: [AKS] Enforce HTTPS ingress in AKS E] Built-in
Logic Apps
o Definitions | [Limited Preview]: [AKS] Ensure only allowed container images in AKS D Built-in
Managed Application
. | [Limited Preview]: [AKS] Do not allow privileged containers in AKS Built-in
Related Services E] Monitoring
7‘7 | [Limited Preview]: [AKS] Ensure CPU and memory resource limits defined on containers in AKS Built-in
K3 Blueprints (preview) D Network
e | [Limited Preview]: [AKS] Enforce internal load balancers in AKS Built-in
e Resource Graph E] Regulatory Compliance
| [Limited Preview]: [AKS] Enforce unique ingress hostnames across namespaces in AKS Built-in
& User privacy D Search
E] Security Center
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Exposer vos services en securité
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#10 - Azure Application Gateway Ingress Controller

Azure Kubernetes
M@ Services (AKS)
Oem»

Azure Key Vault Pods
no 1w

Application

Gateway = -
A

>.

Ingress Resource
Application Gateway
Ingress Controller

R ]

Azure Resource Configure routing rules
Manager ............... T A ebbsamamiad
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