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Infrastructure as a Code




Définition - Infrastructure as Code (IAC)

Infrastructure as Code (laC) est le concept de gérer et provisionner des
machines / services au sein d'un centre de données uniquement a l'aide de
fichiers de définition plutdt qu'une configuration manuelle, a travers des

interfaces interactives ou physiquement.

Source: Wikipedia



Principaux enjeux

e Impossible de répliquer un environnement existant (On a une demo la semaine
prochaine mais on n’a pas I'environnement....)

e Fragile... (Tout le monde a peur de faire un changement pendant les vacances
de nos Ops)

e Pasde versionning des changements (Mais hier cela fonctionnait ... ? Des
heures pour retrouver la modification...)

e Peu voir pas de documentation des infrastructures (Mais il a voulu faire quoi ici
e 777)



Pourquoi IAC ?

Same Code

® — Replace Dedicated Staging
A

Speed Up Infra provisioning




Principaux avantages IAC

e Consistance
o Standardise le déploiement (Toujours le méme comportement)

e Rapidité
o Facilite et accélere vos déploiements

e Raéutilisable
o Déploiement répétable sans fin ...

e Extensible
o Code modulaire (développement sous formes de modules)



Etat de I’art des solutions IAC pour Azure

Solutions Microsoft :

e ARM Templates
e PowerShell
e Azure CLI

Solutions tierces :

e Ansible (Module Azure)
e HashiCorp Terraform

e .
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HashiCorp

Founded: 2012 - Mitchell Hashimoto Armon Dadgar
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Vagrant

Create and

configure portable

development

environments
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Packer

Create platform
specific machine
images from a
single source
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Terraform Vault

Create, combine Centrally store,

and manage secure and control
infrastructure access to
across multiple distributed secrets

providers
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Nomad

Cluster manager
and scheduler to
deploy applications
across any
infrastructure
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Consul

Distributed highly
available tool for

service discovery,
configuration and
orchestration




HashiCorp Terraform rIJJ

e Open Source

HashiCorp

e Moazilla Public Licence 2.0

e Créé par la compagnie HashiCorp (également auteur des produits : vagrant,
consul, packer et vault)

e Lancé en 2014

e Développé en Go



Terraform Providers
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Terraform - Process

Modules o o override.tf
g e\ /
“source” terraform.tfvars

plan

plan
apply

state
destroy




Flux de travail

Jour1l
y — oo
init plan apply
Jour 1+n
Y = - N

refresh plan apply (destroy)




Exemple de code Terraform

1 resource "azurerm_resource_group" "test" {

2 name = "acctestrg"
location = "West US 2"

}
5 resource "azurerm_virtual_network" "test" {
6 name = "acctvn"
7 address_space = ["10.0.0.0/16"]
8 location = "${azurerm_resource_group.test.location}"
9 resource_group_name = "${azurerm_resource_group.test.name}"
10 }
11 resource "azurerm_subnet" "test" {
12 name = "acctsub"
13 resource_group_name = "${azurerm_resource_group.test.name}"
14 virtual_network_name = "${azurerm_virtual_network.test.name}"

15 address_prefix "10.0.2.0/24"



Extension VSCode | Terraform

EXTENSIONS: INSTALLED XS e

@installed

Acrolinx for Visual Studio Code 100

@ Analyze your content with Acrolinx
Acrolinx
Arduino 0218 & 351K K45
@ Arduino for Visual Studio Code
Microsoft fo3
Azure Account 042 &877K K5

Microsoft fo3
. Azure Cosmos DB ozo0 & 151K %45
2‘9 Create, browse, and update globally distri...

03

23K 5
VS Code extension for developing with Te...
Microsoft

C/C++ 01756 & 104M * 4

C/C++ IntelliSense, debugging, and code ...
Microsoft ﬁ
Docker 0027 &38M %45

AddAr comdny hinbhlinhtins mmanse hase

A common Sign-In and Subscription mana...

¥ terraform-vscode-extension.md @ Extension: Azure Terraform % [T] ===

Azure Terraform msazuretoolsyscod
Microsoft | ¢ 23990 | *kkk*k | Re
VS Code extension for developing with Terraform on...

This extension is recommended based on the files you
recently opened.

Ignore Recommendation

Details Contributions Changelog Dependencies

Azure Terraform

build 'passing | VS Marketplace v0.2.0

The VSCode Azure Terraform extension is designed to increase developer
productivity authoring, testing and using Terraform with Azure. The extension
provides terraform command support, resource graph visualization and




Documentation Terraform

.H‘ Terraform Intro Learn Docs Guides Extend Enterprise [ Download [ GitHub

Hlprovers azurerm_kubernetes_cluster
Azure Providers
Manages a Managed Kubernetes Cluster (also known as AKS / Azure Kubernetes Service)
Azure Active Directory

Azure Note: All arguments including the client secret will be stored in the raw state as plain-text. Read more about
Azure Stack sensitive data in state.
Guides

Azure Provider 2.0 Upgrade

Guide Example Usage

Authenticating using the Azure

cu This example provisions a basic Managed Kubernetes Cluster. Other examples of the azurerm_kubernetes_cluster
Authenticating using Managed resource can be found in the . /examples/kubernetes directory within the Github Repository

Service Identity

Authenticating using a Service

Principal with a Client Certificate resource "azurerm_resource_group" "test" {

name = "acctestRG1"

Authenticating using a Service location = "East US"

Principal with a Client Secret }

Upcoming Community Events resource "azurerm_kubernetes_cluster" "test" {

name = "acctestaks1"

Community Gardening - Fall 2018 location = "${azurerm_resource_group.test.location}"
resource_group_name = "${azurerm_resource_group.test.name}"
dns_prefix = "acctestagentl"

Data Sources



Config Mgmt vs Orchestration

Chef

Puppet

Ansible

SaltStack

CloudFormation

Terraform

Code

Cloud

Type

Infrastructure

Language

Architecture

Open source

All

Config Mgmt

Mutable

Procedural

Client/Server

Open source

All

Config Mgmt

Mutable

Declarative

Client/Server

Open source

All

Config Mgmt

Mutable

Procedural

Client-Only

Open source

All

Config Mgmt

Mutable

Declarative

Client/Server

Closed source

AWS only

Orchestration

Immutable

Declarative

Client-Only

Open source

All

Orchestration

Immutable

Declarative

Client-Only




Terraform & Ansible
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name: Update cache
apt:
update_cache: yes

name: Install PHP
apt:
name: php

name: Install Apache
apt:
name: apache2

Ansible role

@

ANSIBLE




Déployer un cluster AKS avec Terraform - Demo

Vo o
NINJADEMO




Retours d’expériences

(Lesson Learned)



Conclusion / Recommandations

> Sélectionner un projet pilote “simple” pour commencer

> Avant de se lancer dans du code, avoir une
architecture et un plan de projet viable ...

> Impliquer vos développeurs dans I'écriture du code
relatif a I'infrastructure

> Déployer votre code IAC via un outil de CI/ CD (Azure
DevOps par exemple)

> Have fun :) !
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MANAGING SERVERS IN THE CLOUD
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raform
Up & Running

WRITING INFRASTRUCTURE AS CODE

Yevgeniy Brikman

HOW TO CREATE WORLD-CLASS
AGILITY, RELIABILITY, & SECURITY
IN TECHNOLOGY ORGANIZATIONS

GENE KIM,

JEZ HUMBLE,
PATRICK DEBOIS,
& JOHN WILLIS

FOREWORD BY JOHN ALLSPAW

TAKE THE DORA DEVOPS X-RAY ASSESSMENT AND SEE WHERE YOU STAND.




Ressources Techniques

Microsoft Learn - https://docs.microsoft.com/fr-fr/learn/

Microsoft Virtual Academy (FR) - https://stanislas.io/2016/04/26/41/

Microsoft Technical Community Content
https://qgithub.com/Microsoft/TechnicalCommunityContent

Terraform Azure Provider - https://www.terraform.io/docs/providers/azurerm/index.html

Maxime Blog - http://zigmax.net

Microsoft Ignite 2018 - https://myignite.techcommunity.microsoft.com/
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