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Integration Example - O365 with Azure Sentinel
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Home > Azure Sentinel workspaces > Azure Sentinel - Cases > Case
Case

Case 1D 2aba73bb-6bd8-4b67-95ed-62dc997c353 - PREVIEW

=== Anomalous Login followed by Suspicious
0365 Mailbox Forwarding

High v 3t New V% Unassigned
SEVERITY STATUS OWNER
DESCRIPTION

This is an indication of a sign in by Lee Gu from an unusual location (Chisinau,
Chisinau, MD) followed by a suspicious inbox forwarding rule being set on a user's
inbox. This may indicate that the account is comp d, and that the mailbox is
being used to exfil inf from your The user Lee Gu
(LeeG@M365x387926.OnMicrosoft.com) created or updated an inbox forwarding
rule that forwards all incoming email to the external address

pwnme83js0dkI@gmail. com.

LAST MODIFICATION TIME

02/27/19, 02:09 PM

CREATION TIME
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Azure Sentinel SIEM Architecture
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Data Connectors

Azure Sentinel - Data connectors
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Analytics

Tableau de bord > Azure Sentinel workspaces > Azure Sentinel - Analytics

Azure Sentinel - Analytics

Selected workspace: ‘sentineldemomax’ - APERCU

[p Rechercher (Ctrl+/) | « F=Add O Refresh O Last 24 hours

General é 3 0

6 Overview

3 0 0

Alert Rules High Medium Low Informational
D Logs
Threat management
| ,O Search alert rules...
& Cases
NAME DESCRIPTION MATCHES STATUS LAST MODIFIED

#* Dashboards

. I Common deployed resources 0 O Enabled 03/06/19 a 10:57
o Hunting o
& Notebooks I brute force attack against Azure Portal 0 O Enabled 03/06/19 a 10:58
Eonfiguration I Failed login attempts to Azure Portal // Description: This query over Azure AD sign-in activity highlights failed login at... 0 O Enabled 03/06/19 a 10:59

4 Getting started

i Data connectors

@ Analytics

{&)

Playbooks

& Community
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Playbook
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Hunting

Tableau de bord > Azure Sentinel workspaces > Azure Sentinel - Hunting

Azure Sentinel - Hunting X

Selected workspace: 'sentineldemomax’ - APERGU

Bookmark Logs 0 Refresh G Last 24 hours

O n 0 p.“ 0 LEARN MORE
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& Notebooks Microsoft O-- SigninLogs
Provider Results Data Source
Configuration QUERY PROVI... DATA SOURCE RESULTS TACTICS
- DESCRIPTION
4 Getting started % Anomalous Azure Active Directory ... Microsoft ~ SigninLogs -- BB |nitial Access
= This query over Azure AD sign-in activity highlights Azure AD apps with an unusually
& Data connectors % Base64 encoded Windows executa... Microsoft SecurityEvent - Bs3o high ratio of distinct geolocations versus total number of authentications
o Analytics .

e K Process executed from binary hidd... Microsoft ~ SecurityEvent - L2 BRI e
I Playbooks CREATED TIME

% Enumeration of users and groups Microsoft ~ SecurityEvent = @ Discovery 24/01/2019
& Community
o . k  Summary of failed user logons by r... Microsoft ~SecurityEvent - [ 2 JEes}
& Workspace settings QUERY

*  Hosts with new logons Microsoft ~ SecurityEvent = % Lateral Movement let start=datetime("2019-06-02T21:32:51.0002");

. . . ) ™ let end=datetime('"2019-06-03T21:32:51.000Z");
*  Malware in the recycle bin. Microsoft ~ SecurityEvent - let timeRange=ago(14d);
* ) . 3 o o let azureSignIns =
masquerading files. Microsoft ~ SecurityEvent = © oon signinLogs
. . o . e |where TimeGenerated > start and TimeGenerated < end
*  Azure Active Directory signins fro...  Microsoft  SigninLogs = 2 Initial Access .
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otebooks

Microsoft Azure Notebooks Preview My Projects  Help max-coquerel
Poweredby _ JUupyter Guided Investigation - Process-Alerts (unsaved changes) @ Aoure-sentinel
File Edit View Insert Cell Kernel Widgets Help Not Trusted ‘ Python 3.6 O

+ < @ B 4 ¥ MRun B C MW | Markdown 4 @@  lil Enter/Exit RISE Slideshow

Title: Alert Investigation (Windows Process Alerts)

Notebook Version: 1.0

Python Version: Python 3.6 (including Python 3.6 - AzureML)

Required Packages: kglmagic, msticpy, pandas, numpy, matplotlib, networkx, ipywidgets, ipython, scikit_learn
Platforms Supported:

« Azure Notebooks Free Compute
« Azure Notebooks DSVM
« OS Independent

Data Sources Required:
« Log Analytics - SecurityAlert, SecurityEvent (EventIDs 4688 and 4624/25)
+ (Optional) - VirusTotal (with API key)

Description:

This notebook is intended for triage and investigation of security alerts. It is specifically targeted at alerts triggered by suspicious process activity on Windows hosts. Some of the sections will work on other types of
alerts but this is not guaranteed.

Table of Contents

Setup and Authenticate

Get Alerts List

Choose an Alert to investigate
= Extract Properties and entities from alert
= Entity Graph

Related Alerts

Session Process Tree
= Process Timeline




Azure Sentinel - Demo (Preview)
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Microsoft

EXAM

NEW

Exam AZ-500: Microsoft Azure Security Technologies (beta)

Candidates for this exam are Microsoft Azure security engineers who implement security controls, maintain

the security posture, manages identity and access, and protects data, applications, and networks....
More

Fulfills requirements for: Microsoft Certified: Azure Security Engineer Associate

Skills measured

Manage identity and access Manage identity and access (20-25%)
. Configure Microsoft Azure Active Directory for Configure Microsoft Azure AD Privileged

Implement platform protection .

workloads Identity Management
Manage security operations + create App registration + monitor privileged access

« configure App registration permission scopes « configure access reviews
Secure data and applications

* manage App registration permission consent « activate Privileged Identity Management

« configure multi-factor authentication settings Configure Microsoft Azure tenant security

+ manage Microsoft Azure AD directory groups « transfer Microsoft Azure subscriptions between

Microsoft Azure AD tenants
+ manage Microsoft Azure AD users
» manage APl access to Microsoft Azure
install and configure Microsoft Azure AD subscriptions and resources
Connect

configure authentication methods

implement conditional access policies

« configure Microsoft Azure AD identity
protection



m LEARNING : Q Cherchez des compétences, sujets ou lo ‘ ! @ D p
Médiathéque v Accueil En cours Enregistré Vous ¥

z o o Vue d’ensemble Contenu Transcriptions Notes
Vous regardez : Découvrir Azure Policy
Dans le cours : Microsoft Azure : La sécurité * = 3. Assurer la conformité ~
3 Découvrir Azure Policy
1 min 1sec
. Q  Moncompte  Portail  Maxime Assigner une stratégie
2 min 31 sec
Pourquoi A e Sc ons s v Documentation Prix Formation Place de marché Partenaires As e Blog Plus
Valider le bon fonctionnement de la stratégie
1 min 36 sec
.
Azure POIlcy Connaitre le résultat de la non-conformité
X 3 v 1 min 16 sec
Controle et gouvernance actifs et a I'échelle pour vos ressources Azure
v Gérez vos ressources Azure avec simplicité v Effectuez le monitoring de la conformité en continu ey » <
4. Aborder la sécurité de l'infrastructure
v Appliquez la gestion et la sécurité & I'échelle ¥ Créez des stratégies personnalisées avec flexibilité
v Appliquez des stratégies et auditez la conformité v Appliquez des stratégies intégrées fournies par Microsoft et la communauté ‘IIDec.oLg/rlr NetwaricSecurity'Croups
min sec
A s Mettre en ceuvre Network Security Groups
Essayez-le dés maintenant » . Fr2roup)
5 min 15 sec
Créer une passerelle applicative
N 3 min 39 sec
Explorez Azure Policy :
Configurer Application Gateway
4 min 52 sec
Mettre en place le pare-feu
Ajoutez des stratégies a vos ressources 3 min 3 sec
> ) K] D| 0:43/1:01 5. Administrer les identités =

Gérer les identités avec Azure Active Directory
5 min 16 sec

Créer un groupe Aide/Commentaires

https://www.linkedin.com/learning/microsoft-azure-la-securite/decouvrir-azure-policy
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Conclusion

e Azure Sentinel en preview
e Deuxrégions:

o  Europe de I'Ouest

o Est USA
e SI|EM as as Service )

e Nombreux connecteurs (0365, Azure Activity, AWS, WAF ...)

e Réactions facilement automatisable avec des Playbooks (Logic
Apps)

e Scénarios avancés avec Al (Jupiter Notebook)




Books

B® Microsoft B Microsoft

Microsoft Azure |
Security Microsoft Azure
Infrastructure Security Center B

IN TECHNOLOGY ORGANIZATIONS

103010303
003010303
101010300

GENE KIM,

JEZ HUMBLE,
PATRICK DEBOIS,
& JOHN WILLIS

FOREWORD BY JOHN ALLSPAW.

Dr. Thomas W. Shinder ===

Debra Littlejohn Shinder
Foreword by Mark Russinovich, Chief Technology Officer, Microsoft Azure




Technical Ressources

Microsoft Learn - https://docs.microsoft.com/fr-fr/learn/

Microsoft Virtual Academy (FR) - https://stanislas.io/2016/04/26/41/

Microsoft Technical Community Content
https://qgithub.com/Microsoft/TechnicalCommunityContent

Azure Security Blog - https://azure.microsoft.com/en-us/blog/topics/security/

Maxime Blog - http://zigmax.net

Microsoft Ignite 2018 - https://myignite.techcommunity.microsoft.com/
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