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Disclaimer

“Tous les posts de cette présentation ne refletent que mon opinion et non celle de
mes employeurs et clients.“
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# Speaker Microsoft®
Most Valuable
Maxime Coquerel Professional

Cloud Architect
Email : max.coquerel@live.fr

Blog : zigmax.net (Since 2012)

Github : https://qgithub.com/zigmax

Twitter : @zig_max

Open Source Contributor (Kubernetes / OpenStack).



http://zigmax.net/
https://github.com/zigmax
https://twitter.com/zig_max
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Quelques Chiffres | .M., CE

Distance (marche
et course) 1 9 km

30 000 personnes ;

Pas 26 893933

~ 20 KM a pied par jour (Oui oui, on marche beaucoup ...)

35c de température moyenne avec un taux d’humidité de 90% ...

+ 800 sessions ... durant 5 jours + 1 jours de Pre-Day avec les équipes produits.
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Handlers at the Dallas Zoo are using
Microsoft cloud, Power Bl, and an RFID
tracking bracelet to better understand
how elephants behave and how to

care for them.

@ akams/elephants




Windows Server 2019

Native hybrid cloud

m Advanced security built-in

Windows Server 2019 Extended container support

Lower costs with hyper
converged infrastructure

Windows Server 2019 deep dive - BRK2241
https://www.youtube.com/watch?v=LrCJIMviLrE



https://www.youtube.com/watch?v=LrCJlMviLrE
https://www.youtube.com/watch?v=LrCJlMviLrE

LARGER MAXIMUM SCALE

Limit / Recommendation Windows Server 2016 Windows Server 2019 Increase
Max servers per cluster

Max drives per cluster

Max raw capacity per cluster t 4x
Max raw capacity per server t 4x
Max number of volumes ' 2x
Max size per volume ' 2x




New for SDN in Windows Server 2019

£

Virtual Network Peering

Encrypted Subnets

Egress Bandwidth Metering

IPvé Support, single and dual-stack

Fabric ACLs, SDN ACL Logging

Gateway Performance Improvements

Traffic between the virtual networks goes through underlying fabric network, no gateway
used. Provides high speed connectivity between two virtual networks.

Avtomatic DTLS encryption on a per-subnet basis
Protects against sniffing and tampering of data on the wire

You can now meter egress traffic that begins inside of a network and proceeds through
its routers to a destination somewhere outside of the network

Whether you want SDN that bridges IPv4 and IPvé or pure IPvé SDN, Windows Server
2019 provides a present day and future proof solution.

Fabric Access Control Lists provide the flexibility and contrel you need with integrated
logging for forensic analysis.

Building on learnings from running Azure with the most regions and running at planetary
scale, Windows Server 2019 delivers dramatic gateway performance improvements,



Server Core + FOD: App / OS Components

Apps
Exchange Server 2019

(Server Core Recommended. FOD not needed)

SQL DB Engine

((Server Core Recommended. FOD not needed)

SQL Server Management Studio
SQL 16,17

TFS Server

More to come...

OS components

Microsoft Management Console (Mmc.exe)
Event Viewer (Eventvywr.msc)

Performance Monitor (PerfMon.exe)

Resource Monitor (Resmon.exe)

Device Manager (Devmgmt.msc)

File Explorer (Explorer.exe)

Windows PowerShell ISE (Powershell_ISE.exe)
Failover Cluster Manager (CluAdmin.msc)

Internet Explorer (IExplore.exe) - optional



Looking Forward

October 2017

Windows Server,
version 1709

INSIDERS (Admin Center, SAC & LTSC)
© © 0600060 0006060606000 0 0

Every 2 weeks

SEMI-ANNUAL CHANNEL & Admin Center

April 2018 September 2018 H1CY2019 H2CY2019
Windows Server, Windows Server, Windows Server, Windows Server,
version 1803 version 1809 version 19XX version 19XX

Every 6 months

LONG-TERM SERVICING CHANNEL

October 2016 September 2018
@ [ )
Windows < 2-3 Years > Windows ¢——2-3 Years—Next —— >
Server 2016 Server 2019



SQL Server 2019

Higher concurrence and scale [ Now GA

through hardware acceleration Azure SQL Database
Data classification and labeling Managed Instance

SQL Server 201 9 Data masking and hardware No app changes

based encryphon Compatible with full SQL Server feature-set

ChOiCQ Of platforlﬂ and language‘ Delivers SQL Server as a Service with
> dramatically lower TCO
now with Spark ‘




Azure Cosmos DB

Azure Cosmos DB Azure Cosmos DB Reserved Capacity

U[) tO b5 \h\,( ount




Building your own Al models

Step 2

Azufre Analytic Data

Azure Machine Learning

Enhance productivity with automated machine learning

B u i Id i n g yo u r Own AI m Od e I S Identify suitable algorithms, features and pipelines faster

Step 1 Broad frameworks and tools support
<} TensorFlow, Cognitive Toolkit, Caffe2, Keras, MxNET, PyTorch

Elovihl, Aol
L

r ent

Deploy models in Azure, o: premises and edge

Azure Databricks

Apache® Spark™ based analytics

platform optimized for Azure I Bulldlng your own Al models

Step 3

Quickly launch and scale Spark on demand
Rich interactive workspace and notebooks

Seamless integration with all Azure data services
Azure Kubernetes Service (AKS)

o Azure Batch

-

Azure Docker Azure loT Edge
o Machine Learning Containers
i ' ' amm a

Any other container host..

Power BI Azure Data Azure Azure SQL Azure
Factory Databricks Data Warehouse Machine Learning

Simple yet powerful ad-hoc

' Introducing | query language
Azure Data Explorer Query 1 billion records in <1 sec

Scale from gigabytes
to petabytes

Azure Analytic Data Services




Azure Security Center

Security Center

Built in Secure Score
Network maps

Threat protection enhancements




Azure Firewall

Cloud native stateful Firewall as a Service
*Built-in High Availability and Auto Scale

*Network and Application traffic filtering
*Centralized policy across VNets and Subscriptions

Complete VNET protection
*Filter Outbound, Inbound, Spoke-Spoke & Hybrid Connections traffic
(VPN and ExpressRoute)

Centralized logging
*Archive logs to a storage account, stream events to your Event Hub,
or send them to Log Analytics or SIEM

————

Spoke VNets

L3-L7 Connectivity Policies

NAT, Network and Application traffic

filtering rules allows

Inbound/Outbound access

g
1
1
1
1
1
1
i
S i
_ - ——
I Central VNet
I !
U o
— ===
|
—> | -
1
«— : Azure Firewall
|mm—————————
1
]
Azure to On-Prem traffic
filtering

On-Premises

Traffic is denied by
default

NV



Azure BluePrint

_Announcing _
Azure Blueprints

Define user access, policies

and resources

Rapidly create new environments
with pre-defined requirements

Accelerate development with control




Azure Policy

e

V —
V' —
v —

Turn on built-in policies
or build custom ones for all resource
types

Real-time policy evaluation and
enforcement

Periodic & on-demand compliance
evaluation

VM In-Guest Policy (NEW)

© 0 O ©

Enforcement & Compliance

65

Apply policies to a Management
Group with control across your
entire organization

Apply multiple policies and &
aggregate policy states with policy
initiative

Exclusion Scope

Apply policies
at scale

jo

@ Real time remediation

@ Remediation on existing resources
(NEW)

Remediation




Azure Policy

Home > Policy - Compliance > Diagnostic logs collection enablement

Diagnostic logs collection enablement

Iniative compiiance
@ view jon ¢ Edit assig @ Delete assig # Create jation Task
Name Scope
Di ic logs collectis bl Contoso IT - demo
Description Excluded scopes
- 0
Definition Assignment ID
Diagnostic logs collection enablement Jsubscripti 272367-5645-4cde-9¢H7- 2/pi 61a4cf44864cd
2
Selected Scopes @
4 selected subscriptions W
Excluded scopes
Compliance state @ Overall resource compl o Non-compliant policies @ Non-compliant resources @ Events (last 7 days) @
0, . Audit 0
58 /o 4 L] 66 i’ Append 0
—
Non-compliant 93 out of 159 outof 5 out of 159 Deny 0
Deploy 4078
Policies Non-compliant resources Events Remediation tasks Deployed Resources
|_Filter by policy name or definition id. ‘ l All compliance states
NAME EFFECT TYPE COMPUIANCE STATE NON-COMPLIANT RESOURCES TOTAL RESOURCES
l# Enable diagnostic logs VM DeploylfNotExists © Non-compliant 41 74
[# Enable diagnostic logs_SQL DeploylfNotExists © Non-compliant 10 10
s} Enable diagnostic logs NSG DeploylfNotExists © Non-compliant 6 2
[#! Enable diagnostic logs_backup DeploylfNotExists © Non-compliant 3 3
| Enable diagnostic logs_VMSS DeploylfNotExists © Compliant 0 0



File Edit View History Bookmarks

4\ Overview - Microsoft Azure X

& C @

ﬁ Most Visited #& Woodgrove Bank, Azu...

Microsoft Azure

~}~ Create a resource
All services
% FAVORITES
I Dashboard
Management groups
Policy
 / Key vaults
8¢ Resource groups
All resources
?. Managed Identities
? Subscriptions
B8 Storage accounts
. App Services
’ Azure Active Directory
%> Function Apps
% SQL databases
Z’ Azure Cosmos DB
! Virtual machines
0 Load balancers

Virtual networks

. Monitor
-

- O Type here to search

Tools Help

D @ h azure.com

Home > Policy

Policy

Overview
Getting started
%/ Compliance

#” Remediation

Authoring
= Assignments

Definitions

Blueprints
15 Blueprints (preview)
Resources

e Resource Graph (preview)

Privacy

% User privacy

©

«

Scope

Microsoft Azure ... !

Overall resource compliance @

68%

13 out of 19

Non-compliant policies @

pAC

outof 3

NAME SCOPE

* Deny if soft delete is ...

* Allowed locations

®| Apply diagnostic sett...

View all

Microsoft Azure ...

Microsoft Azure ...

Non-compliant initiatives @

Oa

out of 0

Non-compliant resources @

6

out of 19

COMPLIANCE STA...

& Non-compliant

Woodgrove Bank... € Non-compliant

© Compliant

ASSIGNMENTS BY COMPLIANCE (LAST 7 DAYS)

r Q0 & 7?2 O

COMPLIA...

17%

89%

100%

110% o O

NON-COMPLIANT R...

N @

JohnChristopherSmit...
WOODGROVE BANK

LEARN MORE
Learn about Policy @

Onboarding tutorial

NON-COMPLIANT P...

DENY IF SOF
| Auowep Lo
| AppLY DIAG

3:55 PM
9/25/2018



Azure DevOps

Azure Boards

Kanban Boards, Backlogs,

Dashboards + Reporting

Azure Artifacts

Package Management for

Maven, npm, and NuGet

Azure DevOps

.

L

Azure Pipelines

CD platform, FREE for

open source projects

A

Azure Lab Services

f-service DevTest

Environments

-

Azure Test Plans

Testing Tools

ke

Azure Repos

Unlimited. Cloud-Hosted

Private Git Repos



Scalable Storage

TRILLlON OBJECTS

———

160

TRILLION TRANSACTIONS
PER MONTH

Hybrid Storage
D

isk Storage

Data Transport

Azure Blobs

Azure Daty Lake
Storage Gen 2

Azure Files

Azure NetApp Files

Azure S\orSimp\e
Azure File Sync
Avere

Azure Disk Storage

Azure Import/Export
Azure Data Box




Azure Storage

_Announcing _
Ultra SSD Disks

Supports up to 160,000 IOPs
4GB to 64TB in size

<1ms read/write latency

Azure




Azure Storage

Azure Standard SSD Managed Disks general availability
Azure Premium Files public preview

Larger Azure Managed Disks sizes (8, 16 & 32TB)



Azure Networking

10X faster — ExpressRoute Direct 100Gbps connectivity

ExpressRoute Global Reach — Privately connecting your sites

Virtual WAN generally available

Azure Networking Fall 2018 Update

Regional HQ

Azure Virtual WAN simplifies all your connectivity




Azure Front Door Service - Global HTTP Load
Balancing wser (8)

- l”l“’is)_ -

-
| Bl | Application layer security
|
I
|

Azure Front Door

;z-f. I Path based traffic load balancing
|
Service

i | Static content caching
L 64 global edge POPs™ |

A 4
} !
Active global { i Global Private
traffic routing ; ? WAN
1
|
|

‘1 Connection _1
______ . R h SR [N T
I v pooling v

Azure Region 1 Azure Region 2

Azure Front Door Service accelerates your applications



Azure Migrate

Azure Migrate

Assess on-premises workloads ‘
Built-in hypervisor analysis + support "\ ‘\ “\
Automated migration to Azure |

+




Azure - Data Box

A
Now GA New New
Data Box Data Box Heavy Data Box Edge
Capacity: 100 TB Capacity: 1 PB Local cache capacity: ~12 TB

Secure, ruggedized appliance Al enabled compute




Azure - Data Box




Azure Data Box Disks




Azure Monitor for Containers

CREATED MONITOR.
SO WE DID PUBLIC PRESUE.

Azure Monitor for Containers
Public Preview in May //build 2018

Enhancements
@ Cross subscription multi-cluster
health roll up view new

View overall health and perf across
nodes, controllers and containers

Nsuecmnm

@ Drill down monitoring experience with
namespace, service, and node filters

Analyze Kubernetes event &
@ container logs for troubleshooting

“hmo0esee

Monitor containers on demand for
AKS with virtual nodes

@ Integrated in Azure DevOps Project




_New _
Windows Virtual DESktOp Windows 10 multi-user support

Optimized for Office 365

Best virtualized Windows and Office,
delivered on Azure Deploy and scale in minutes




Microsoft
Ignite
2019

-




Questions / Talks

Book of news :
https://news.microsoft.com/uploads/prod/sites/507/2018/09/IGNITE
BOOKOFNEWS-5ba95469d658b.pdf



https://news.microsoft.com/uploads/prod/sites/507/2018/09/IGNITEBOOKOFNEWS-5ba95469d658b.pdf
https://news.microsoft.com/uploads/prod/sites/507/2018/09/IGNITEBOOKOFNEWS-5ba95469d658b.pdf
https://news.microsoft.com/uploads/prod/sites/507/2018/09/IGNITEBOOKOFNEWS-5ba95469d658b.pdf

Books

B® Microsoft B Microsoft

Microsoft Azure |
Security Microsoft Azure
Infrastructure Security Center B

IN TECHNOLOGY ORGANIZATIONS

103010303
003010303
101010300

GENE KIM,

JEZ HUMBLE,
PATRICK DEBOIS,
& JOHN WILLIS

FOREWORD BY JOHN ALLSPAW.

Dr. Thomas W. Shinder ===

Debra Littlejohn Shinder
Foreword by Mark Russinovich, Chief Technology Officer, Microsoft Azure




Technical Resources

Microsoft Learn - https://docs.microsoft.com/fr-fr/learn/

Microsoft Cybersecurity Reference Architecture https://aka.ms/mcra

Azure Security Blog - https://azure.microsoft.com/en-us/blog/topics/security/

Maxime Blog - http://zigmax.net

Microsoft Ignite 2018 - https://myignite.techcommunity.microsoft.com/



https://docs.microsoft.com/fr-fr/learn/
https://aka.ms/mcra
https://azure.microsoft.com/en-us/blog/topics/security/
http://zigmax.net
https://myignite.techcommunity.microsoft.com/

